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2MSecMail 1.3 - data security and secure e-mail client

Product description:

This software is for creating extra-high secure messages with attachments. All items are
compressed and separately encrypted by 256-bit strongest symmetric ciphering methods and
algorithms. Result is one *.2ms file which can be send via e-mail to appropriate recipients even
sending ,Fingerprints" of each document to their ,Fingerprint® e-mail address. ,Fingerprint" address
should be different than normal receive address.

This software uses also own Digital ID technology, for signing whole message. 2MSecMail is the world
first software which allows include photo to the Digital signature !

One of extra advantage of this software is using quite smart principles for handling with passwords.
This will be described later in this manual. Each group of users can use Groups for their
communication. Messages created in one Group cannot be opened in second Group although they use
same password.

All files with extension *.2ms can be automatically opened with the 2MsecMail application.

2MsecMail create 2ms files which are send via e-mail as attachment. After receiving such e-mail you
simply click on the attachment and 2MsecMail automatically will start and require password.
2MsecMail can work directly together with SMTP server or collaborate with Microsoft MAPI.

Minimum system requirements

IBM PC compatible computer

CPU Intel Pentium 233

High color (16-bit color depth) resolution

64 MB RAM

50 MB free space on C drive

OS: Microsoft Windows 98 with DCOM98 installed

Recommended system

IBM PC compatible computer

CPU Intel Pentium III 600 MHz

True color (32-bit color depth) resolution
128 MB RAM

200 MB free on HDD

OS: Microsoft Windows 2000



Installation

Distribution contains one setup.exe file, which must be running under Windows 9x, NT4, Me, 2000 or
XP.

Installation procedure is a standard one with possibility of choose for additional packages
(Administrator and Tutorial)

Administrator package contain Djgital ID creator and Group creator. All this will be in Admin
directory.

Tutorial package contain tutorial message, Digital ID and keys. All this will be in Tutorial
subdirectory. In DSK_A subdirectory are files which should be saved to diskette for tutorial purposes,
like reading Key, SecKey or Digital ID ...

i';“ 2M Secure mail Retail Setup:

Installation Folder

fi& 2M Secure mail Setup x|
.

Select Program Features

Select the installation folder below and click Mext to continue. Select the program features that you want to install

Setup will install the software to the directory listed in the box below. Toinstallto a Please select the program features you want to install and click Next ta cantinue.
different directary, either type in the new path or click Browse to select another directory.

Install files o this Iocation:

d5ecHal Eirowse. [V Tutorial (81 K]

Space required on drive: 21.6 MB Do Biifiel [ T
Space available on selected drive: 4329 MB
<Back | nmews | Cancel | < Back Concel |

After installation process extension *.2ms will be automatically associated with 2MsecMail application.
Also shortcut is created on the desktop.



Main screen

After start of the program user is required to enter access password. On base of this password is
encrypted main database. Default password is “start”. Never forgot the password otherwise you will
be forced to reinstall software and you'll loose all contacts in Address book. The same is valid for

Administrator tools like Digital ID Creator and Group Manager, but there is not possible to save
the password.

o~ Enter 2M5ecMail Access password |

¥ Save Passwaord

ok Exxit

Ly 2M Secure e-mail ol Toolbar - 0] x|
B === L . L |
% El \g|% ..-\{ __,.!'** Qﬁ| ﬁ y { H Selected d  Infobox
Message | Attachments | Recipients | Groups | Message Properties
I Password field I =
[ Password management
[ Send Fin—=———= — 3 [ E-mail Feceipt
Subject of Message L
Subject: I ject of & Handle with
Digital ID l =
I
Show Fingerprint
of Messagebody
Body of Message

After startup of 2MSecMail user see this screen with Toolbar and tabbed dialog control.



Toolbar F Description
Icon key
&9 F2 | Address book, see page 6.
i F3 | Create new empty message. This option will destroy the previous message without any
Dg warning even if is not saved!!!
H Save the message to fixed filename and path AppDir/OutFile/2msm.2ms
)

Export (Save As) the message to required file name and path.

| F4 | Open the *.2ms file
—
F6 |Send message via WinSock or MAPI

L Print the message
ﬂ Configuration of 2MSecMail

P About box

Ly

| F12 | Exit the 2MSecMail




Address book

i3 Addresses |
Data
Li T Dietals
I FirstM ame I Lasthame I emaill I email2 I email3 I emaild I Fingerprint |
Ll Jaohn | Doe | john_doed@dats | jdoelEemnail. co | | | iohr_doeta]
4] | i
14| 4| Contacts » M i !
LR X a | &
Add new Dielete Update Ezit

Address book, where user can add new one, Delete or update contacts.

i3z Addresses |
Data

List | Details

First name: |John

Last name: IDoe

Compaty: IData Security Ltd.

email 1: john_doet@datasecurity. com

jdoe@email com

FingerPrint e-mail:
e-mail 4: john_doelsthatmail. com copy e-mail 1|

Street:
City:
ZIF:

Tel:
GSH:

Note field

PASSWORD: | =

14 4 [Cortacts » vl N ‘ X ‘ 8 ‘ !

Add new Delete Update: E xit

Fingerprint e-mail: address to which 2MSecMail will send file with Fingerprint information about
Message and all attached documents.

*) Fingerprint is unique hexadecimal key generated on base of special algorithm (SHA-1, MD5, SHA-
256) from the source (text, File) and is unique for the exact text or file, that means that two same
keys can not exist for different files or text even one byte has been changed.

PASSWORD:
Here user can have notice about used password with communication with this people.



Menu “Data”:

A2 Addresses
Daka

Import from M3-Cutlook contacts
Ckrl+F

Find
FirstH ame CastHame
|| Jobn Doe

Import from MS-Outlook contacts: this menu option offers you import contact database from
Microsoft Outlook database to 2MSecMail Address book.

Find:
B Search in Addressbook x|
Search text: ||
~Where do you want to search ?
{+ Company " Telefon
" Last name " GSM
" First name " e-mail
" Steet
" Citw
i ZIP
" Motes
-a EJ» e J
Find Find Next ___ Cancel

Type phrase you want to search on selected database field, like Company, Phone etc...



&, 2M Secure e-mail client 1.2 PRO [C:2MSecMail’, Tutorial’, 2msecmail | - |EI|5|

TR \

b %.:«;3| ﬁ i)

Message | attschments | Recpents | coces IR
L

[™ Send FingerPrints to Fingerprint e-mail 7 [ E-mail Receint
Subject. fAbout ZhSechail

Meszzage Decrypted.

g

I
)

Dear custamer, ;l

this message is in the file {you opened now) with all another documents compressed
and encrypted by strongest symetric encryption methods of this age.

With Professional wversion (hawve ta pay) wou can use strongest 286-bit kevs (maximum
for now). Evaluation (demao) wersion uses "only' DES standard with 5b-hit keys, which
was till now standard for US Gowvernment usage. note: Now replaced by AES.

Ewal wersion you can run 100 times anly.

All newws and upgrades are available on 2MSoftinternet pages:
http:/ fweneee sweebh oz 2msoft

Screen example after opening Tutorial file




Typed password will be saved to floppy drive, respectively to drive specified in
Configuration

Load key (password) from drive. User will never see the password. After importing the
key (password), password field will be invisible.

SecKey — Security key

This combined password and diskette key. That means that message receiver can open
message only if he/she knows password and have a diskette. SecKey depend on
entered password.

Import your Digital ID to the message. While opening the Digital ID file you'll be
prompted for password, which encrypted DIG.ID, otherwise Digital ID can not be
assigned to your message. Digital ID is kind of Digital signature.

PASSWORD OF DIGITAL ID

Twpe your Digital ID pazsword:

IDurF'asswu:uru:l

Example shows the Digital ID after pressing button with Magnifier.

5% 2MsecMail DIGITAL ID x|

Eersunallgenerm' Publisher of Digital D |

First Namea: [Hahn Birth Date: |14,E|4_1E|?‘3

Last Mame: |Doe
Personal 10: [123456-8757
Company: |Data Security Lid.
Position £ Dept.: |IT hanager
Street; |Futton Strest 1245
City; |London 4
Post: (142 11
Fhane: |2145545 |nuz1znnnn
GEME: ngz 122645
e-mail; fidoe @datasecunty net I
WWER: |http:ffwww datasecurity net

Shows Fingerprint of the Message body

Unique Fingerprint of MessageBody x|

@ Seb7c546fa07ads6b1 bfS06621c2230107d567bE28446466C085068723531 9abs




Working with Digital ID
Next three pictures shows how Digital ID viewer looks like.

&% 2MSecMail DIG ID x|

Personal |genera|| Publisher of Digital D |

First Mame: [Hohn Birth Date: |1 4041973

Last Mame: |Doe
Personal |0: | 123456-8757
Company: |Data Security Ltd.
Pasition & Dept.: (1T kanager
Street: (Fulton Street 1345

City: |London 4

Past: [142 11
Phone: |2 145545 |nn21znnnn
GSM: 062 1 22545
a-mail; fidoe @datazecunty .net I A

WEB: [Rttp A datazecurity .nat

Notes Second email

One of interesting feature of 2MSecMail product is possibility include photo to the Digital signature !

%% 2MSecMail DIGITAL ID x|

General

Perzonal | Publisher of Digital IC I

- System “alues MOTS9309344d3c5f0e 8032 2ade 2 Toehe 009 3b2a5atte oo b 3Ga0 ¥ fah2a2 10a/s
Creation Date: |9 -9.2082 14:38:17

Personal Hazh: |3128.8Ded59a6e369-:1061c6434h9963dbh293866:4lc?2 febbdfddes07?0z4£84 £

Publizher Hash: |359f?h.:dd2daz-:1e212 f39c3867 72301847493 1bSacctbd4Z8ac fhddf7 fc3Zafr

Uzer pazsward Hash: |62 f80£f5b9aflia03dlliectballbl?E3elicel8dE82e35cdatbafdib 104088273

Serial Mumber: |3?5 BE1L381742

Expiration date: |nﬁ.ng.znna =l Purpose:

Test user -

\alidation date: |nﬁ.ng.2nn2 e hd =l
- . =

Digital 10 Lewel: i vI

General information about Digital ID:

System Values caption is followed by General Fingerprint of Digital ID. Creation Date contain Date and
Time of Dig.ID creation. Personal and Publisher Hash means fingerprint of collected information.
Under this is Serial number of Digital ID. Digital Level can be from 0-5 depending of importance of it.
Value 0 (Highest Level) can be Issued only by 2MSoft company.
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%% 2MSecMail DIGITAL ID

Personsl I Genersl (Publisher of Digital ID |

First Mame:
Last Mame:
Camparny :
Identification:
Position # Dept.:
Strest:

Cityy:

Post:

Phone:

GSht:

a-mail:

WIFER:

1ru'hrcel The zoftware company . Aathor of 2hSechiil.

Speta
Zhd5oft

15
Horymirowa 45

Beroun ¢
266 01 Publizher 10:

2mzofti@seznam.cz
hittp - sweb c2iZmsotft

Zmzoftisiseznam.cz
hitbp: A, sweb, czd Emeoft

On right side of fields with e-mail and WEB information you'll find hyperlinks for immediate jumping to
web pages or e-mail client.

Publisher of Digital ID - all information about issuer of Dig.ID
Publisher ID can be obtained only from 2Msoft company. That means that Publisher information has
been checked and approved by 2MSoft. Publisher required this ID must go in contact with 2MSoft and

send all required documents or physically visit 2MSoft office. After that Publisher will get electronic

key where gets Publisher ID and Digital ID Level 0. This kind of service is charged. See 2MSoft

internet pages.
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Password entering & Group choice

For Tutorial purposes use Public group and password “OurPassword”.

2, Enter password key : x|
File: C:420SeckailsTutarialh2mzecmail_Enaglizh. 2ms |

|0 | Group Description E =piration date | Fized Pﬁsswurd

dok e ke “ (F2]
2 | F |
If]
0k, Sectey from &: | Paszword from b LCancel [ESC]

F2 key make entering of your password visible

é— Enter password key : il

File: C:h2bSeckailsTutarialh2mzecmail_Enaglizh. 2mz |

|0 | Group Description E=piration date | Fiked Pazsword | ~

1 Public 1 1.9999 I=

2MSaft - internal cammunication (04

- R _

M|

IDurPasswurd| * (F2) |
© H &
0 e J

0k, Seckey fram A: | Password from A LCancel [ESC]

Instead of typing the password you can also use diskette key, and import such key directly from drive
you specified in Configuration. Keep in mind, that the password imported from diskette, user will

never see. But is possible to encrypt the message with this same password, but user will never know
the password. SecKey is working similar, but required also entering the password. This option is most

secure for document exchange.

12



Recipients

& 2M Secure e-mail client 1.2 PRO [C:",2MSecMail’, Tutorial', 2msecmail_English-2ms]

o] 8l

=) oV

s

=10 x|

To: |john_doe@Edatazecurity, com

Meszage Decrypted.

[T arrmons s Tawas _

2-To#l

L azth ame FirstM anne

emaill

email?

email3

<-To#2
<- To#4

-+ Femove

Ce: | doei@email. com

<= Co #3

-» Femaoue

Beo:

<-Bioc #2
<-Boc #2

-» Flemaone

- To#3

4=

2-C

<- O #4

4=

<-Boe #1

<-Boo #4

-7

Do John

john_doe@datases

jdoe@ernail com

4] 4 |Addresses

il

Left table contain all contacts from Address book. Simply select required person and click to button for
assigning e-mail address to appropriate list. In Address book user can have up to 4 e-mail address per

person + Fingerprint e-mail. That's why exists buttons with <-To #1 — 4.
Button with <-? Means that user can enter whatever wants. Remove button delete selected address

from the list.
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Attachments

£ 2M Secure e-mail client 1.2 PRO [C:\,2MSecMail' Tutorial',2msecmail_English-2ms]

=101

‘_._\I{ __3* i) Meszage Decrypted

83| SN s

Message  Attachments | Recipients [gmups [ Message Properties

ICDCDBDFEBEDEAID?QB?AD‘]EEEB4BED?1E19ACE41

2MDID.2ID . Finger Primcs|Hash code
omentar. A FingerPrine of Messagebody: |Seh7of4fE07ad36blbfE0E62102230107d867ThE28446466003E068793315:
K taF bt <- Add file: g g &

MPROPT.TMP ZMDID. 2ID|ASFEESES1435FCIEFEFOSESDCE3E5676109E71C1

MSG FILE. TMP " Eomentd# _cuc|CF7788DEB1763C4FE1A7E1EE28EE46E32501DDES
-» Remove file

PSWD bt B MDROPT. TMP|D304443EB4E02ZD1C345A1BE4OD1ED7CSEAE3437E

SUBJ.FILETMP MSE.FILE. THP| 1747864765 10064669FARE1493F7950FE5896C3A

Tabulka.xls . @ Open file PSWD . cxt|7678587B629D05032AFPD706ARDG5 7457 30BA10BC

volvo_offroad.jpg

_— SUBT. FILE. TMF|26228F6EB1BESGEASAD40EDARD 35087069 62E64F
4 Tabulka. xls|786ESFLS91EFZ1A00537C1F74AC559E 1 FAZE3BSE4
Save file as ...

volwvo offroad. jpyg|COCDEDFSESDGAID7SATADSESBE4BCD71C19ACESL
o

Save Fingerprint file
m

Dpen Fingsiprint fila

Example screen with opened Fingerprint*) file, which was received separately. This is for checking if the content
of the message has not been changed.

*) Explanation in section Address book

In this Tab user can assign attachment files by clicking on @ button. Also if you open

Windows Explorer user can use Drag & Drop technology to copy files into the message. Simply Drag
and Drop on FileList control.

@ Open file

The file can be opened in appropriate application by button or by double click in file list.
“Save file as ...” exports the selected file wherever user wants.

Save Fingerprint file

This function generate Fingerprints of Message body and all attached files to *.cfp
file, which can be distributed. Please be aware that *.cfp file can be opened only if correct password is
typed in password field. Fingerprint file is not depending on selected Group.

me

Open Fingerprirt file

This button open the *.cfp file. Prior opening file user must type correct password
for Fingerprint file. After successfully opening of the file you will be prompted

DELETE File

For deleting FP.TXT file. This TXT file is decrypted Fingerprint file. If you do not wish use information
from this file press Enter or click Ok to delete of this file, otherwise press No. Table with unique hash
codes and filenames will appear on left side of window.
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Group usage

Administrator package contain utility for creating Groups, details are described later.

2MSecMail can import file with Group definition, which will be added to the list.

If user select Group other than Public, then the message (*.2ms file) will be encrypted by little bit
different method. That means that only members of Group (all of them must have imported Group
definition file) can communicate to each other. No one else can open it although he/she knows the
password.

& 2M Secure e-mail client 1.2 PRO [/newfile (] 2 -0 =|

2|9 88 Y 4|3

! Selected Group: 2MSaft - internal
=) communication

e

9V,

[ essace T aactments | secperts_roups |

Group Dezcription E xpiration date | Fixed F'_asswu:urd

. I—
Future G ames - test 1.1.3333 Irmport Group recaord

g1

Delete Group record

INI{IGrDups PINI 2l1&8l &}

*) Note.: The "Public” Group is not possible to delete
Expiration date - if user wanted use Group after date expired, then the system will notify user
about this and will not continue until another Group is selected.

Fixed Password — is nice function, that Admin define Group with Fixed password, so nobody in this
Group will not use any typed password. All members of this Group can free read *.2ms files (!)

A
ﬂ - sort Groups by 3 categories. Group Description, Expiration date, ID

15



Message properties

&, 2M Secure e-mail client 1.2 PRO [ /newfile/] - |EI|£|
..351’..'.‘ 1 Y ; . |

% [> gﬁ_g ;\% _,.\{J ___...3* f\ﬁ ﬂ y l ‘ Selected Group: Public

' Message [ Attachments [ Recipients [gn:lupS :Message Properties _

~Meszage created - rMeszzage Expired
i Selected date:
Date: [3.9.2002 | zafi 2002 filen 2002 |
Time:; [16:47:19 I‘II:I_1I:I,2EII:|2
2B 27 XM 29 3003 1 1 2 3 4 5 B
2 3 4 5 B 7 8 T8 9 1011 12 13
011 12 13 14 18 14 15 16 17 18 19 20
16 17 18 19 20 21 22 21 22 23 24 2/ B
2324 25 26 27 28 29 28283031 2 3
a0 4 5 B 7 8 9 10
3 Today: 9.9.2002 Time: |16:47:13
- Security options
I™ Read Ory IU ::|I Mumber of allowed openings
[T Meszage Locked 10 willidl]
[ Selfdestuction
| 0 RBuns left
=+ Import Perzonal Digikall 1D data to | Import Publizher Digital D data to
=2 Address book === Address book,

One of very interesting feature of 2MSecMail. Each file (Message) contain Date and Time of creation
(saving or export). Opening file (Message) on computer with Date and Time less than Creation Date
and time is NOT possible! User can define Expiration date and time. After that Date and time nobody
can open the message. Expiration date can be easily chosen from Calendar.

Also Security options advanced the feature:

Read Only mode — means user can only see the message and open attachments. No print or export
is possible. Adding files is forbidden. After checking this mode, automatically Message Locked is
checked also.

Message Locked — means everything is possible except changing Password, Subject and body of
message. Adding files is forbidden.

Self-destruction — means that file (Message) after Expire or abandoned Run counter will destroy
the message file!

Number of allowed openings — quite clear. How many times can be message opened. Note: Keep in
mind that if message is too large and Counter>0 then the opening of message will be double time
longer, because first time must be message opened and decrypted, then must save new counter value
and immediately save back with encryption.

Import Personal or Publisher Digital ID data to Address book — if you have already opened

Digital ID file, you can import data like name, company, address and emails to your Address book.
For example good function to get all data about sender of message you've received ;-)
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Configuration

WinSock e-mail config | M&P config | Addtionsl cantia |

—e-mail (WinSock]

e-rnail name; IJ ohn Doe,Data Security

SMTP zerver Ismtp.datasecurit_l,l. i

)

e-rnail; Iil:nhn_dcue@datasecurit_l,l.u:u:um ﬁ)
Port SMTP: |25 Configure Printer

¥ Use Authentication =

Uzer name:; |il:uhn_dne@dataseu:urit_l,l.|:|:|m =
Impaort Digital [0
Password: I’“"“‘"

!

—

E xit

Default e-mail interface

* wWinSock [Direct communication with S TP
" Microzoft MAP

First Tab offer to user config WinSock environment. First of all user should know what kind of
connection can or will use.

WinSock — direct connection to SMTP server. Usually works only if connected to the internet via
Analog or ISDN modem. While sending message user must be connected to the internet.
Settings should be consulted with your Network administrator.

MAPI - uses standard Microsoft mail environment like MS Outlook Express, MS-Outlook. When
sending, connection to the internet is not necessary.

17



[ Use Authentication for kAP J

Uzer: I

Pazswoard: |

Save config. data

Configure Printer

2
=R

[rpart Digital [0
I

—

E xit

Default e-mail interface

f* wWinSock [Direct communication with Sk TP
" Microsaft MAPI

Checkbox “Show message before ..."” — after sending message from 2MSecMail user will be prompted
in MAPI default Mail application *) for editing and sending message.

*) In Control panel and Internet Options user can define in folder Programs which application is
default for handling e-mails in user environment. Ask your administrator in case of some questions.

18



x

Dietault Dizkette Drive: I-"—"-: Ig (e "I \_}

~ Change password Save config. data

Istart e
=
Save | Canfigure Printer

~fipe file é-“'gf
"~ ze'Wioe File method | Irpart Dnigital 1D

{* Use ‘Wioe File method |1 I

" Mane e

E xit

Default e-mail interface

" wWinSock [Direct communication with Sk TP
' Microsaft MAPI

Here user can define Diskette drive (can be also Hard drive), but keys will be saved to the root of
drive.

Change password — after installation of 2MsecMail is as default password “start”. Here user can
change the password. The current password is displayed in text box.
If you forget the password then doesn't exist any way how to get main database back!

Wipe file — this is method how destroy file which should be erased from hard drive. Method I is the
slowest one, but most secure. No one can undelete temp or other file and make reconstruction. For
this method is necessary to have fast computer (Pentium III 600 MHz). Method II use little bit less
secure method but much faster than Method 1. Recommended use at least Method 1. (!).

None — means that files are only deleted but not destroyed at all, so hacker can find them undelete on
you PC. This method is fastest.

Import Digital ID — when you receive your Digital ID on the diskette or by e-mail from your
Administrator, here you can import this Digital ID as your default one. Most secure solution is open
Digital ID from the diskette each time you are assigning DigID to your message. If you keep diskette
on safe place then nobody can make a copy and Digital ID is really yours. Administrator is having one
copy as well.

Import function require password of Digital ID. Then is displayed in the Digital ID Viewer and after
that saved as default — default.2id file.
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Digital ID creator (Administrator kit)

Digital ID creator /ZMSec™Mail PRO/

General |F‘ersu:unal I. | Persanali. | Publisher | Passwordlist | Utiity |
- System Yalues A07593b934dd3c5MeB0322ad0 2V oebeb 999 3b2ahalEe Ioc 2bB6a6 VT ab2 921 Oa/

Creation D ate; |9 .9.2002 14:38:17
Perzonal Hazh: |3l2&8IIIEd59aEE3EEIdIIIElu:6434}39EEadhhZEaSEEu:-’-llc'I-‘ZfEhhdfdchD?DZ-’-lfS-’-lf

Fublisher Hash: |359f?hCddzdazde212f39c38E?f?30184?4f931h8&ec8h428&cfhd4f?fc92ef2

|Jzer pazzword Hazh: |E2fSIIIfEhBafl58III3::11lEEu:5aIIIIII51?23E82::E18-’-182E9565da£afd8hflﬂ4c88e?9

Serial Mumber; |3?5 BB14381742

Purpoze:
Expiration date: [05.092008  =w|  [Testuser |

Walidation date: |ns.na.2nnz == =

Digital 1D Leswvel: 5;
Highest Level 0 can be izzued by 2645 oft

anly |
Rezet Dig (D | LI
& [ B [ 5] O
= 2 oI,
Open Save az... Miew DG Exit =

Digital ID Creator is for creating Digital ID for users. This tool should have only Administrator. This

creator is accessible via password of administrator. After installation the default password is “start”.

First Tab contain General information. Expiration date - after this date this Digital ID can't be
imported or viewed in 2MSecMail. Of course can be opened in this tool. Each Digital ID depend of

selected password from Tab “Password list”.
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Digital ID creator /ZMSec™Mail PRO/

General | Personall. | Personal Il | Publisher | Passward it | Uttty |

WEE: |http:.-".-"www.dataseu:urit_l,l.net

First Mame: |Johin Birth D ate:
d duben 1973 ¢
Last Marme: |D|:ue - uben I
F [1D: |123456-8757
=EEna ! 26 27 28 29 30 31
Company: |Data Security Ltd. g 13EI 'I%I 152 153 1?4 185
PDSitiDn.-"DEpt_:l” h anager 16 17 12 19 20 21 22
23024 B XX BN
Steet: |Fulton Strest 1245 W1 2 3 4 5
City: |Londan 4 T Today: 9.9.2002
Post: [142 11
Phone: | 2145545 002120000
GSM: 052122545
e-mail; Iidue@datasecurity.net |

X8| 5|0

Open Save az... Wiew DIGID E xit

Here administrator can fill out all Personal information
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Digital ID creator /ZMSecMa

— Photo — Motez
bdax. 32KB file
| H 1] |
i @ i = {
"‘\4? = e J -:I' ¢
Open Save as... Yiew DIGID Ezit =9
In this section can be assigned Photo from JPG,GIF or BMP file which doesn't exceed 32kB. Delete
means deletion from Digital ID - not from disk !
Digital ID creator fZMSecMail PROJ
General | Perzonal |, | Personal Il : | Pazszweord list | Ltility |
Publisher 1D:
I | First Mame: IMarceI
Last Mamme: |§peta
Can be lzzued by 245 oft only Company: |2M50ft
| dentification: I
Pasitian / Dept.: |I5
— Additional info Street: |H|:|r_l,lrn|'r|:|va 45
The software company. Suthor of 2M5ect ail ;I City: IEE“:'U” 4
Past; IEEE m
Phane:l
G5M: |
e-mail; |2msnft@$eznam.cz
;I WER: Ihttp:f;’www.&web.czﬂmsuﬂ
(@ : H r-v !
= R — Qs
Open Save az... Yiew DIGID Ezit =9

All information about Publisher.
10 - 11.

Publisher ID can be obtained from 2MSoft only. More details see page
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Digital ID creator /ZMSec™Mail PRO/

General | Perzonal | | Perzonal Il. | Publizher

Fazzword Drezcription

b ojeHezlo
P | DurPaszsword

Add Mew | Update | Delete |

14| 4 |Pazsword list 3 I NI

)& || O 5

Open Save az... Wiew DIGID E xit

Digital ID will be encrypted by defined password from password database. User must know the
Password otherwise can't assign Digital ID to his/her message.
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Digital ID creator /ZMSec™Mail PRO/

— Change pazsword [displayed pazzword doezn't corezpond to real one 111

Istart

Save and Exit |

— Pazzword Generator

Generate Pazswond | II. Generate Password

)& || O 5

Open Save az... Wiew DIGID E xit

In the Utility folder user can change the application password. When saved then application must
restart.

Password Generator is tool for randomly selection from vocabulary of English words. Button “II.
Generate...” generate password on base of vocabulary and special algorithm. This password can be
transferred via Microsoft Windows Clipboard to Password list or any another application.
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2MsecMail GROUP CREATOR

Group Manager (Administrator kit)

Group List

|0 | Description

E xpiration date

S oft - internal

28.7.2004
; =

— Group definition

Group description: IEMSth - internal cormmunication

Expiration date: |28.?.2004

Fixed Password [

3

;l cervenec 2004 _’l

2823 a01 2 03 4
5 6 7 8 310N
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 N 1
203 4 E 7 B

Key: IMiSsion Imposzible

I HI 4 IGmups

AL

HNew

Delete| Update

B

Exrport the Group file

Exit

This tool creates Group definition. In calendar Admin can select Expiration date, choose if Group is

using fixed password and must define the Key. Key should be secret information.
Fixed password make Group that members will not use their own password but generated one in this
Group. All members of this Group can free communicate to each other without typing password.
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*.2ms

*.2id
*.2mg
*.cfp
KEY.DAT
SKEY.DAT

File extension description

Message / document encrypted by 2MSecMail. All files are compressed and encrypted

there.

Digital ID file
Group definition file
Fingerprint file
Diskette key
SecKey
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